AHHOTaIUsA padoyeil MpOrpaMMbl TUCUUIIIMHBI (MOXYJIs1)

b1.0.24 MeToabl u cpeacTBa KpUNTorpagpuyeckoii 3aiuTbl HHPpOpMAITUU

eau TUCHUNIHHBI

Henpto puctmrmmnbl «Kpunrorpadguyeckne METOAbl 3alIUTH MHOOPMAIUM SIBIISETCS

(dbopMHpOBaHUE y CTYACHTOB OOIIMX TPEACTABICHUN O KPUNTOTPAPHUSCKHX METOJaX 3allUuThl
uH(pOpMaIlMK, O TPUMEHEHHWU KPUNTOrpaQUUECKUX METONOB 3alIUThl HHQPOPMAIUU IS
pelIeHHsT OTICNBHBIX 3a1a4 obecrieueHuss WH(POPMAIIMOHHON 0e30macHOCTH M 00 OCHOBHBIX
MPHUHIIAIIAX, JISKANMX B OCHOBE ()YHKIIMOHUPOBAHHS KPUNITOTPAPUUECKHX CPEICTB 3alTUTHI
uHpopmanuu.

3agauy AMCHMIIIHMHBI

OCHOBHBIMU 3a7Ja4aMU U3YYEHUS JUCLIUILINHBI ABIISIOTCA:

1. maTe mpeacTaBiIeHNE O KPUNTOrPahUIECKUX METOIaX 3alIUTHl HH(POPMAIIHH.

2. U3y4UTHh MAaTEMaTUYECKHE OCHOBBI COBPEMEHHOW KPUITOTpaduu.

3. M3y4YUTH COBPEMEHHBIE CTAHAPTHl CAMMETPHYHOTO MIH(POBAHUSI.

4. U3y4UTh OCHOBHBIE KPUNTOrpa(UUECKUE AITOPUTMBI C OTKPBITHIM KIIFOUOM.

5. u3yuuTh Kpunrorpaduyeckue (QyHKIMM XemupoBaHHUs. 6. cOpMHUpPOBaTH yMEHHE

MNPUMCHATH TOJYUCHHBIC 3HAaHUA JIA KOMHBIOTepHOﬁ peaiu3anuu KpI/IHTOFpa(i)I/I‘IeCKI/IX

AJITOpUTMOB.
(I)opanyeMble KOMIICTCHUUHA U HHAUKATOPLI UX TOCTHKCHUSA 1O JUCHHUILINHE

Kon Koa v HauMeHOBaHUe HHAMKATOPA
Coaep:xaHue KOMIeTEeHINH
KOMIIeTeHIIM U JOCTHKEHHS] KOMIIETEHIUN
OIIK-9.1
3HaeT OCHOBHBIE TIOHATHA KpUNTorpahuu
KpUnrorpaduaecKue MEeTOIbI 3alUThl MHPOPMAITUHL;
Criocoben MPUMEHSTE CpeCTBA OIIK-9.2 Vwmeer omnpenensith Haldyke TUIIOBBIX
KpUITOrpaduHecKoii i TEXHHYECKUX KAaHAIOB YTEUYKH WHPOpPMAIUH, a
N TaKKe  NPUMEHSITh  METOJAMKM  pacyera H
TEXHUYECKOM 3aIUTHI .
OIIK-9 UHCTPYMEHTAILHOTO KOHTPOJIS nokaszatenei
uHGOPMAIIH [T PEeIICHUS N
. TEeXHUYECKOW 3aIlIUThl MHPOpPMAIMU HAa OOBEKTaX
3a/1a4 IpodecCuoHaIbHON HH(OPMATH3AIHH
ACATEIILHOCTH, [IK-9.3. Buageer NpakTUYECKMMH  HaBBIKAMU
000CHOBaHHOTO BbIOOpa M wucnonb3oBanus CK3U
npu periennn 3a1a4 npoeccnoHaIbHON
JESITEITHHOCTH. .
OI1K-4.3.1 - 3HaeT OCHOBHBIC MEPHI 110 3AIIUTE
WHPOPMAIIUK B aBTOMATH3UPOBAHHBIX CHCTEMAX, a
TaKXe coJeprKaHue IKCIUTyaTallMOHHOM
Crioco0eH BBITOHSITH pa0OTHI IO Aep yarall N
. JIOKYMEHTAIMH aBTOMAaTU3UPOBAHHON CHCTEMBI;
yCTaHOBKE, HACTPOMKE,
OI1K-4.3.2 - YMeeT ycTpaHsTh BbISBICHHBIC
aJIMUHUCTPUPOBAHHIO, N
YSI3BUMOCTH aBTOMAaTH3UPOBAHHOM CUCTEMBI,
00CITYy>)KHUBaHHIO U TIPOBEPKE
NPUBOJISIINE K BOSHUKHOBEHHIO YTPO3 0€301acHOCTH
paboTOCNOCOOHOCTH OTACIBHEIX WH(OPMAITUH, TIPOBOJINTH aHAIN3 JIOCTYITHBIX
OIIK 4.3 HpOrpaMMHBIX, TPOTPAMMHO- p - 1P y
WH(POPMAITMOHHBIX UCTOUYHUKOB C IIEJTBIO BHISIBIICHHS
anmapaTHbIX (B TOM YHCIIE .
W3BECTHBIX YS3BUMOCTEH, HCIIOIB3yEMBIX B CUCTEME
KpUnTorpaduIecKnx) u
3aIIUTHl HH(GOPMALINH TIPOTPAMMHBIX U
TEXHUYECKUX CPE/ICTB 3alUThI
HPOrpaMMHO-AIIAPATHBIX CPE/CTB;
UHpOpMaIH
OIlK-4.3.3 - BrnanmeeT HaBBIKAMH OCYIIIECTBICHHUS
ABTOMAaTH3UPOBAHHBIX CHCTEM .
ABTOHOMHOMW HAJNAJKH TEXHUYCCKUX U TPOrPaMMHBIX
CpEnCTB CHCTEMBI 3aIINTHI nH(pOpMaIN
ABTOMATH3UPOBAHHOHN CHCTEMBI.




CopaepixaHue pa3aeoB JIUCHUILIUHBI

Tema 1 MaremaTH4yecKkne OCHOBbI KpUNITOrpaguun

Kpunrorpadpuueckue Meroasl 3ammThl  HHGOpManuWK: MUGPOBAHUE, XCIIMPOBAHUE,
9JICKTPOHHAA IMOAIHUCH.

Tema 2 OcHOBHBIE LeJIM U 32/1a4M KpUNTOrpagun

Anrebpanyeckue cTpykTypbl. ['pynmel. [luknauueckue rpynmnel. Komba, Konblia Ki1accoB
BerueToB. Koneunsle momnst. Ions IMamya. Dmnuntuueckue kpusble. llonstie Hanbombinero
obmero aemurens. AnroputMm EBknmnaa, pacmpenHsiii anroputM EBkiunga. CpaBHeHUE mepBoi
CTETIEHU C OJIHUM Heu3BecTHhIM. KuTaiickas Teopema 00 octarkax. ['eHeparist mpoCThIX YUCel.
Tect Ha TPOCTOTY. AITOPUTMBI pabOTHI C OOJIBIIMMH YUCIAMHU.

Tema 3 UcTtopuueckass kpunrorpadgus
Maremarnueckas MOJEeNb mmdpa. Kiaccuueckue mmdpsr: IIOZICTAHOBOYHBIH,
NepecTaHOBOYHbIN, mMpp Xusuia, UPpbl raMMHUPOBaHUS

Tema 4. Cummerpu4Hoe mMdppoBanue
DES. TOCT 28147-89. TOCT P 34.12-2015. TOCT P 34.13-2015. Pexxumbl mmudpoBaHus,
smMmuToBcTaBka. AES.

Tema 5 XemupoBanue
Kpuntorpaduueckue xem-pynkuu. F[OCT P 34.11- 2012. SHA-3.

Tema 6. [loTounoe mudppoBanue

[Mpunmunel  morouyHoro mudpoBaHus. Tumbsl MmotodyHoro muppoBaHus. CHHXPOHHBIE U
camocunxponusupyrommecs mudpsl. Hudp RC-4 kak mnpumep MOTOYHOrO aIropuT™Ma
I PpPOBaHUS.

Tema 7 I'CIIY 1 npoBepka ux KauecTBa

I'enepanus ciayyaiiHbix yucen. [IceBnociydaiinble 4uciia U UX OTJIMYUSA OT UCTUHHO CIy4YalHBIX
gucen. [logxoapl K  MOMY4YEHUIO  IICEBAOCHY4YaWHbIX yucen. Kpurepum  kadecTBa

HCGBHOCquaﬁHBIX yucel. Buabl TecToB HCCBI[OCJ'Iy‘IaI\/’IHBIX nocjaeaoBareabHOCTENH. TecThl
NIST.

Tema 8. Kpunrorpagusi ¢ OTKpbITBIM KJIH0Y0M
Konuenmuss  kpunrorpaguu ¢ OTKpbIThIM  KmouoM. [Ipotokon  Judou-Xemimana.
Kpuntocucrema RSA. Kpunrocucrema Onp-I"amans. Kpunrocucrema Pabuna.

Tema 9. JDj1eKTPOHHAS MOANHUCH.
Konpl ayrentnynoctu coobmenuil. OnekrtponHas mnoamucsk. 'OCT P 34.10-2012. DSS.
HudpactpykTypa OTKPBITOTO KIHOYA.

Tema 10. IIpoToxo.ibl

[Tporokon pa3aenbHOTO BpydeHHs OuTa. [IpOTOKONBI JOKa3aTeNbCTBA 3HAHUS C HYJIEBHIM
pasriamenreM. I[Iporokosibl mpoctaHoBku "cienbix" moamnuced. IIpoTokosibl rosocoBaHUs.
[TpoTokoinbl 6€30MacHBIX BHIYHCICHUN



